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E"T"S'q Urban Shield 2010 — a Premier
Antil-Terrorism Exercise

* Regional emergency
response / anti-
terrorism exercise

« San Francisco Bay
region

* Conducted October
15 - 18, 2010

IRBANSHIELD
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E"T"S'q Urban Shield 2010 — a Premier
Antil-Terrorism Exercise

* Hosted by San
Francisco Bay Area
Urban Area Security
Initiative (UASI)

e Sponsored by
Department of
Homeland Security

« DOE a Participant

LIRBANDHIELD
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emi sig

s Urban Shield — the Approach

« Round robin BAY AREA
exercises

 Evaluated

e Each exercise ~ 1
hour

e 26 locations

» Scattered across
San Francisco Bay
area
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EMERGENCY MANAGEMENT ISSUES

et Urban Shield — Some Statistics

* 48 hour event

¢ 29 8-person teams
« 26 scenarios

» /54 total exercises

* 4,000 personnel
supporting

« 700 sg. mile area
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memeed rDan Shield — Example

SPECIAL INTEREST GROUP

Exercises

« WMD » Ascending, rappelling

« Airplane assaults « Leadership reaction

+ Bank robbery techniques

« Attack on a school « Maritime operations

» Chemical/radiological » Terrorism

contamination « Maritime and train

 Bombs interdiction

« Active shooters « Explosive ordnance K- 9

detection
» Hostage rescue

« Search and rescue
 Linear assault
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Elswel DOE Participation in Urban
Shield

LBNL

— EOC used as Red
Team Command

— Continuous control &=
and coordination for g
multiple
simultaneous
events

— 48 hour operations
In shifts
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meaemmeeed DOE Participation in Urban
Shield

« SLAC

— Metals theft gone
awry resulting in a
hostage standoff

— Break-Iin to PEP
tunnel near the
Alpine Gate
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emi sSig AlphaACT Decision Support
System

EMERGENCY MANAGEMENT ISSUES
SPECIAL INTEREST GROUP

Our Purpose:

Save lives and
Increase mission
success by ...

... radically
Improving decision-
making during crisis
situations
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EMERGENCY MANAGEMENT ISSUES

s A Hosted Software System

 Trains decision process
« A software capability

 Browser based — works
anywhere

 Networked — collaborative
training, field operations

« Easy capture and effective
analysis of responder
experiences

« Knowledge sharing / AARs

May 2—5, 2011 charleston Marriott » Charleston, South Carolina



emi sig

EMERGENCY MANAGEMENT ISSUES
st AlohaACT HAZMAT

e Support decision-making for
chemical HAZMAT events:

— Accidents
— WMD
— Civilian
— Military

* Pilot applications: :
— DOE emergency response g
— Civilian emergency

response (DHS)
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silsesl AlphaACT — Plugging into
Urban Shield

* One of the 26 Y/ smpmam,
venues Artlfltlal Intellige

Novartis Pharmaceuticals
Host Agencles: Emeryville ﬂa nenammm. NCRIC, Alll RAG,

 Emeryville, CA

* Planning: 04/10 —
10/10

* Scenario
development: 08/10
—10/10

Execution: 10/10
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AlphaACT — Approach

» Decision-making focus

* Protective actions for HAZMAT (WMD) event
* “Tabletop” environment with scene simulation
* Non-expert responders (SWAT teams)

» Limited training, limited support

« Evaluate decision ability of teams

» Test AlphaACT HAZMAT system

» Rotating 13 hour shifts for 2 exercise teams
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Exercise Objectives

* Rapidly and accurately define the event
that Is occurring, based on limited
Information

* Properly establish and determine
protective actions for an Isolation Zone
and a Protective Action Zone

* Rapidly establish key emergency
response locations
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=
et AlphaACT — the Scenario

Crowded outdoor

(“The Taste of the
Bay”)
* Terrorist sets off

chemical IED in
crowd (Lewisite)

« SWAT team
responds, no
HAZMAT support

May 2—5, 2011 charleston Marriott » Charleston, South Carolina



emi sig

et AlphaACT — the Scenario

» Multiple casualties

* Plume moving
through populated
areas

e Immediate action
needed
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e AlphaACT Scenario — Layout

« Multiple facilities In
office building

» Dispatch cell
— Office
— Dispatch officer

— Script injects by
radio

May 2—5, 2011 charleston Marriott Charleston, South Carolina



emi sig

s AlphaACT Scenario — Layout
* Incident Command
Post
— |C and team
— Conference room

— Radio com with
Dispatch

— Radio com with
Site Recon

— AlphaACT system
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EMERGENCY MANAGEMENT ISSUES

s AlphaACT Scenario — Layout

* |ncident Scene
— Auditorium
— Recon team

— Radio
communications
with ICP

— Key cues and
characteristics

May 2—5, 2011 charleston Marriott » Charleston, South Carolina



emi Sig

AlphaACT Scenario — Scenario
Time Line

0 Minutes: Arrive at Check Point
5 Minutes: Safety Check

10 Minutes:  Inbrief and Training
30 Minutes:  Exercise Play

« 5 Minutes: Debriefing with Evaluator

10 Minutes:  Team Evaluation of Exercise

« 5 Minutes: Team Departs for Next Exercise
« TOTAL: 65 min
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SME] The Exercise — Using

EMERGENCY MANAGEMENT ISSUES

AlphaACT in ICP

It
[
THim
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EMERGENCY MANAGEMENT ISSUES

s The Exercise — Event Scene
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EMERGENCY MANAGEMENT ISSUES

st The Exercise - Recon
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skl The Exercise — Hot Wash and

Evaluation
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EMERGENCY MANAGEMENT ISSUES

HIEEES SWAT Team Performance

e 29 teams conducted
the exercise

» 26 teams completed T&, 4
exercise in time with '
most objectives met

3 international teams
had language
barriers
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AlphaACT Evaluation

« Each team executed a survey instrument at
the end of the exercise

« Key results:

— 92% willing or very willing to use AlphaACT
HAZMAT

— 92% satisfied or very satisfied with AlphaACT
HAZMAT as first responder tool

— 93% satisfied or very satisfied with the
AlphaACT decision process
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AlphaACT Evaluation

« Key results:

— 88% said that AlphaACT decision process Is
similar to that used by the response team

— 92% satisfied or very satisfied with the time
that it took to operation AlphaACT HAZMAT

— 98% said that AlphaACT HAZMAT would be
useful or very useful as training tool
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SMBELR] AlphaACT HAZMAT at EMI-
SIG

e See us at our
TRADEIng Post
Booth

» Beta testing
underway

 Join the pilot
testing program
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EMERGENCY MANAGEMENT ISSUES u
s A Final Word

e The exercise team
thanks Urban Shield
for the opportunity

... and you for your
time
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