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Background

• Y-12 is a production facility in Oak Ridge, Tennessee

• B&W Y-12 is the operating contractor

• Wackenhut Security Incorporated-Oak Ridge provides the 

Protective Force
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• Y-12/City of  Oak Ridge MOU includes law enforcement 

support. 

– SWAT

– Hostage Negotiation

– Crime Scene Investigation

• WSI-OR (ORO) has a Crisis Negotiation Team

Background



• 2008 – Informal discussions between Y-12 Physical Security, 

WSI-OR (Y12), WSI-OR (ORO), FBI, and ORPD

• 2009 – Scenario driven tabletop discussions and drills 

began and included Y-12 Fire Protection, Shift 

Superintendent and Emergency Management representation

• September 2009 – Limited scope exercise conducted

 Issues identified:

– Delay in getting ORPD forces through the Y-12 gates and 

to Command Post

– Protocol of  Y-12 securing the scene and waiting for 

ORPD not logical or reasonable

Background



Emergency Management Exercise 2010-3, September 17, 2010

• Planning began in May 2010, included representatives from 

all on and offsite participating organizations

• Planning meetings and scenario walk-throughs conducted 

at offsite locations

• Exercise and planning documents (scenario and response 

was OUO) were communicated via e-mail

– Agencies without ENTRUST were given password 

protected encrypted PDF (Adobe Standard 9.0 or above) 

documents
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Purpose:  

Test or validate the effectiveness of  the emergency response 

organization in accordance with DOE Order 151.1C, 

Comprehensive Emergency Management System, DOE M 

470.4-3A Contractor Protective Force and the site's emergency 

plan and procedures; specifically:

• EMPO-644, Emergency Response Plan Between the Y-12 National 
Security Complex and the City of  Oak Ridge

• WSI-OR (Y-12) Operations Plan Response to an Armed Intruder or 
Active Shooter at the Y-12 National Security Complex.
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Focus Areas:

• Onsite protective actions (Code Red)

• Onsite communications

• Communications and integration of  onsite and offsite law 

enforcement agencies

• Timely response by offsite law enforcement agencies

• Validate EMPO-644, Emergency Response Plan between the Y-12 
NSC and the City of  Oak Ridge and the WSI-OR (Y-12) Operations 

Plan Response to an Armed Intruder or Active Shooter at the Y-12 
NSC



Y-12 Participants

• Affected facility employees (actual names used)

• Plant Shift Superintendent, fire department and security 

field response elements

• Emergency Operations Center and Technical Support 

Center was simulated

Offsite Federal Participants

• Oak Ridge Operations Center 

• WSI-ORO Crisis Negotiation Team (activation only)

• DOE HQ Watch Office and FBI (notification only)

EME10-3
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Offsite State and Local Participants

• Full participation by Oak Ridge Police Department and 911 

Center, Anderson/Knox County Medical Examiner, and 

Methodist Medical Center of  Oak Ridge 

• Pursuit Planning by all County Sheriff  Departments and 

Tennessee Highway Patrol

• Tennessee Emergency Management Agency Operations 

Office (similar to HQ Watch Office)



Scenario

• Gary McCampbell recently received a formal letter of  reprimand 

and an unfavorable performance review

• McCampbell entered Y-12 and drove directly to building 9712-1 

and came upon two fellow employees.  
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After a verbal exchange, McCampbell pulled out a semi-automatic 

handgun and fired four shots.  

The other was struck in the lower right 

leg 

One was struck in the head and 

killed 
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Employees inside 9712-1 heard the gunshots and called 911 (Y-12 

Plant Shift Superintendent) to report the shooting and took cover 

(did not flee).   

McCampbell proceeded into the building. He came upon a co-worker 

and shot him in the left arm.  McCampbell continued looking for his 

supervisor. Other employees took cover (Code Red).
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WSI makes 

initial entry

When confronted, McCampbell 

takes his own life

When scene 

is secure, 

rescue begins
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ORPD arrives and links 

up with the WSI on 

scene commander

ORPD and WSI conduct a 

secondary search
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Anderson County Medical 

Examiner pronounces deaths 

and begins crime scene 

investigation (outside victim 

first!)



Exercise Plan was developed using the Exercise Builder software

• All participants, their performance objectives and evaluation 

criteria were either already part of  Y-12’s exercise baseline or 

were developed, approved and added

Exercise Plan was reviewed and approved by all participants

• Exercise Plan (scenario and response was OUO) was shared via e-

mail

– Agencies without ENTRUST were given password protected 

encrypted PDF (Adobe Standard 9.0 or above) documents

• All participants had to approve/concur

All participants’ performance was documented in the After-Action 

Report

Documentation



• Employees receive workplace violence training every two 

years but do not know what to do if  confronted by an active 

aggressor/shooter

• Established communications paths between on and offsite law 

enforcement agencies work well

• New strategy for actively pursuing active aggressor/shooter 

worked well

• ICS probably won’t be fully established until the initial event is 

over

• Protective Forces not knowledgeable/experienced in full 

implementation of  ICS/NIMS 

Lessons Learned



• Y-12 has obtained the Shots Fired (with repro rights) video

• Site-wide procedure on Incident Command revised to 

include specific actions needing to take place when 

Security is Incident Command

– Applies to B&W Y-12 and WSI-OR employees

– Training and tabletop drills to be conducted

Shots Fired Video - http://www.employeeuniversity.com/videos/shotfiredlightning.htm

Corrective Actions

http://www.employeeuniversity.com/videos/shotfiredlightning.htm


EME11-4 scheduled for September 7, 2011

• Planning began in April 2011

– Key issue is having ORPD respond un-armed (weapons in trunk?)

• Full scale exercise, including activation of  ERO and Joint 

Information Center

• Multi-story, fully occupied building (50+ employees)

• Full tactical response (air-soft or rubber weapons)

• 5+ injuries, hostages, 4 dead

Moving Forward



Terry Nore, 865-576-0209, norert@y12.doe.gov

Roger Paul, 865-574-5861, paulrd@y12.doe.gov

Exercise Plan and After-Action Report for EME10-3 is on display at 

the Subcommittee on Drills and Exercises’ TRADing Post display

(See Roger or Terry for an electronic copy)

mailto:norert@y12.doe.gov
mailto:paulrd@y12.doe.gov


DISCLAIMER

This work of authorship and those incorporated herein were prepared by Contractor as accounts 

of work sponsored by an agency of the United States Government. Neither the United States 

Government nor any agency thereof, nor Contractor, nor any of their employees, makes any 

warranty, express or implied, or assumes any legal liability or responsibility for the accuracy, 

completeness, use made, or usefulness of any information, apparatus, product, or process 

disclosed, or represents that its use would not infringe privately owned rights. Reference herein to 

any specific commercial product, process, or service by trade name, trademark, manufacturer, or 

otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring 

by the United States Government or any agency or Contractor thereof. The views and opinions of 

authors expressed herein do not necessarily state or reflect those of the United States 

Government or any agency or Contractor thereof. 

COPYRIGHT NOTICE

This document has been authored by a subcontractor of the U.S. Government under contract DE-

AC05-00OR-22800. Accordingly, the U.S. Government retains a paid-up, nonexclusive, 

irrevocable, worldwide license to publish or reproduce the published form of this contribution, 

prepare derivative works, distribute copies to the public, and perform publicly and display publicly, 

or allow others to do so, for U. S. Government purposes. 


