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Coordinating With Off-Site Agencies

OBJECTIVE:

To discuss techniques used at the Nevada
National Security Site for coordinating with
off-site PIOs — In particular — the FBI, during
drills and exercises

To discuss Lessons Learned from previous
activities where off-site coordination proved
challenging
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Coordinating With Off-Site Agencies

BACKGROUND:

Each year the Nevada National Security Site
conducts several exercises to test the

Emergency Response Organization’s ability

to respond to potential threats at its facilities

The Emergency Public Information
component is tested at least once per year
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LIRSS Coordinating With Off-Site Agencies

BACKGROUND:
The NNSS is an extremely | =
remote faclility

| ocated 65 miles from
Las Vegas

» 1,360 square miles
» Heavily guarded
* Nuclear past
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| BACKGROUND:

An actual emergency at the NNSS
with off-site consequences,
though extremely unlikely, could
adversely affect public opinion

e Exercises let us test our ability to
communicate emergency
iInformation — coordination with
outside agencies plays an
Important part
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SIS Coordinating With Off-Site Agencies

AGENCIES THAT PARTICIPATE IN
NNSS EXERCISES:

« FBI

« State of Nevada

» Clark County

* Nye County

» Las Vegas Metropolitan Police

» Las Vegas Bomb Squad

* Local hospitals
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NS Coordinating With Off-Site Agencies
SIGNIFICANT CHALLENGES: |

e Bl Fact or Fiction?

- Agents on the scene; all public
iInformation stops

- Must approve all communication In
and out of the JIC

- Must oversee press conferences;
has final say
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FACT:
You control release of information

FACT:

Failure to coordinate details with investigators —
risk inadvertent release of sensitive material

FACT:

Coordination prevents misinformation or
complicating the emergency response
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Can’t we all just get along?
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Coordinating With Off-Site Agencies

OFFSITE PIOS — THEIR CONCERNS

* Responsible for their message

» Accountable to their bosses/constituents
* Governed by their procedures

* Preconceived notions

 Flexibility may not be an option

« Demonstrating aptitude
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Coordinating With Off-Site Agencies

OFFSITE PIOS — OUR CONCERNS

« Controlling information release

* Presenting a united front; message consistency
« Accountable to our bosses/constituents

» Responsible for meeting evaluation criteria

* Governed by our procedures

* Host venue

« Demonstrating aptitude
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Coordinating With Off-Site Agencies

IMPROVING OFF-SITE COORDINATION:

* Conduct operations from one location/JIC
Allows for quick discussion/decision-making
Everyone has a role
Monitor output

Fill in the gaps
Relationship building
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Coordinating With Off-Site Agencies

IMPROVING OFF-SITE COORDINATION:

« Exchange procedures and evaluation criteria
- Allows for better understanding of requirements

- Create strategies for dealing with challenges

- Ensure everyone is working together

Relationship building
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SIS Coordinating With Off-Site Agencies

IMPROVING OFF-SITE COORDINATION:

« Communicate often, not just in crisis
- Don’t let exercise be the first time you talk
- Exchange contact information

| - Look for other

opportunities to interact
- Relationship building
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IMPROVING OFF-SITE COORDINATION:

» Get to know other PIOs’ programs

- Look for opportunities to train together

- Invite them In to observe other activities

- Attend workshops or other events where off-site

agencies interact
e _
\; ‘.‘-‘\‘3)

Build relationships
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s Coordinating With Off-Site Agencies

Key to Success

.......
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IMPROVING OFF-SITE COORDINATION
Lessons Learned — Sidewinder 2010
January 27, 2010

4 Full Scale Exercise with
Las Vegas FBI Field
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| essons Learned

EXERCISE:
Security incident at

. RADIDACTIVE
N/ NNSA/NSO Emergency Management Full Scale Exercise

NNSS involving offsite coordination with FBI
 FBl assumed lead In investigation

* FBIl rep. in EOC dictated operations response

* FBI rep. Iin JIC limited release of information
to road closures/health and safety
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| essons Learned

EXERCISE:
Pre-meeting with FBI
lilaison coordinating evaluation criteria

« FBI willing to agree to release of certain info.
» FBI participated in on-camera interviews

 FBI cognizant and willing to work to NSO
requirements

ACTIVE
" NNSA/NSO Emergency Management Full Scale Exercise
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IMPROVING OFF-SITE COORDINATION
Lessons Learned — Sidewinder 11
g R April 20, 2011
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Lessons Learned
. Sﬁﬁﬁ
EXERCISE: WINDER

Classified security NNSA/NS© Emergency Management Full Scale Exer
Incident at NNSS involving offsite coordination
with multiple agencies including FBI

 FBI assumed “support role”

 JIC liaison provided guidance Iin response

* Limited participation in press conference
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Coordinating With Off-Site Agencies

Lessons Learned
| SEEDE .
EXERCISE: WIRDER %1

SECUrity ProCedUIES — Awsarnso Emersency Management Ful scae Exe
precluded FBI involvement In initial response

* FBI response limited to field

« State/county involvement influenced releases
« Web EOC

 Liaisons play various roles in press briefing
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SIS Coordinating With Off-Site Agencies

IMPROVING OFF-SITE COORDINATION
Working with the FBI
« Relationship building =
ensured Emergency Public
Information criteria was met
* Foundation is set for good
communication in future
exercises or events
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FBI Keys to Improving Coordination

 Be proactive. Reach out to your counterparts
at other agencies. At the FBI, our media
programs track proactive outreach with other
agencies, and it reflects well on our programs if
we are engaging with our local, state and federal
counterparts. Every field office has a media rep
of some sort.....if you just contact your local
office, you can easily get in touch with the one
nearest you.
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Coordinating With Off-Site Agencies

FBI Keys to Improving Coordination

« Keep it simple. Start by introducing yourself
and exchanging contact information via
email. Let them know you don’t want the first
time you talk to each other to be during a crisis

situation.
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FBI Keys to Improving Coordination

 Get to know your counterpart’s program. Ask
your counterpart if they'd like to come over to
your shop and see your facility, or vice-
versa. Figure out what their capabilities are, and
share with them yours. You likely have
resources they don'’t, and vice-versa. Offer to
work together where it makes sense.
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FBI Keys to Improving Coordination

 Look for opportunities to train together. If
your agency conducts any exercises, invite your
local FBI media rep to participate. Likewise, let
them know your willingness to participate should
the FBI hold any exercises or training.
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SIS Coordinating With Off-Site Agencies

Summary/Keys to Success
* Reach out to other agencies T "
« Familiarize off-site PIOs with
your programs/requirements

« EXxercise/train together whenever
possible

* Ensure communication chain is
established before it's needed
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Questions?
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