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EMERGENCY MANAGEMENT ISSUES
Bac kgrou nd Info

e In 2005 DOE issued an A
Order and Guide —
establishing SQA SAFETY SOFTWARE GUIDE

10 CFR 330 Subpart A, Quality Assurance
Requirements, and DOE O 414.1C, Quality Assuran ce
fTh: L g moUmmEns CL

requirements for safety Sprmapmioncedniny
software:
—DOE Order 414.1C

—DOE Guide 414.1-4
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EMERGENCY MANAGEMENT ISSUES
“ESES DOE O 414.1D... Issued
L} " B n

DATE: Janvary 21,2011 U.S. Department of Energy ORDER

TO: DIRECTIVES POINTS OF CONTACT Washington, D.C. DOE 0 411D

FROM: KEVIN T. HAGERTY. DIRECTOR T
OFFICE OF INFORMATION RESOURCES e w200

- SUBJECT: QUALITY ASSURANCE
SUBJECT: Draft DOE O 414.1D, Quality Assurance

o . 1. PURPOSE
The draft directive has been posted on RevCom for review and comment. The purpo
to ensure that Department of Energy (DOE), including National Nuclear Security Adj a To ensure that Department of Energy (DOE), including National Nackar Secarity
(NNSA). products and services meet or exceed customers’ requirements and expecta Amimr-_m (M EA}]:-mdu.cE and services mest or exceed customens
This has been determined by the Deputy Seeretary to be a HS priority directive. Ther Tequirsments and expeciadons.
accelerated Review/Comment period of 21 days has been assigned in RevCom. b To achisve qualiry for all work based wpen the following principles:
INSTRUCTIONS (1)  All work is conducted through a single, mtegrated, and efective

MANAZSMSNt Syshem;
Headquarters DPCs have until February 11, 2011, to submuit to the OPI consolidated - B . .
: - : ~ : . 3 Manapemsnt sappart £ mming, arganiz res, direction, and
received from subject matter experts and/or field DPCs using the Department’s Rev( v EEATENE or planming, argavizacion, resources w,
) = control is essential to QA
(http://www.reveom.doe.gov).

(3}  Performance and qualify improvement require thorough, izorous
HQ DPCs assessment and effective commective acton:

may set separate deadlines for field offices usmg the RevCom “Version™ link| (9} All persomnel are responsible for achieving and maimtaining quality; and
must obtain approval from their seeretarial officers or designees before submi

-

(3} Risks and adverse mission impacts associated with work processes are
minimired while maximizins reliability and performance of work
products.

C Ta establish additicnal quality process-specific requirements fo be implemented
I y under a Cuality Assurance Program ((QAF) for the control of suspect/counperfeit

items (S1CIs). and safety software as defined in this Order

:) O E O r d er 4 14 - 1 D 2 CANCELLATION. DOE O 414.1C, Guality Assurance, dated 6-17-05.

Cancellation of a directive dees not. by iself, medify or otherwize affect any contraciual

or regulatory oblization o comply with the directive. Contractor Fequirements
WaS I SS u e y re p aC I n g Documents (CFDs) that have been meorpomated inbo a coniract remain m efect

threughaut the term of the confract unless and umtil the comtract ar rzgalatery

commitment is modified o either elimimate requirements that are no longer applicable ar
substifute 3 new set of requirements.
[
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Key Observations

* This Quality Assurance Order applies to all
work conducted by, or for DOE.

 DOE programs must still meet all other QA
regulatory requirements (e.g., NRC, EPA)

* The definition of safety software remains
essentially unchanged

 All software, not just safety software, must
meet 10 basic QA criteria.
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=Sl Ten Basic QA Criteria

SPECIAL INTEREST GROUP

1. Have a Framework for Your SQA Program.

« Establish responsibilities for managing, performing, and
assessing work.

« Establish processes for funding, planning &scheduling work.
2. Train Project Personnel
« Train and certify personnel to do their assigned work.
« Provide continuing training.
3. Conduct Quality Improvement Activities
« Implement processes to detect, prevent & correct problems.
 ldentify the causes of problems and prevent recurrence.
 ldentify items needing improvement.
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SBSE] Ten QA Criteria (cont)

SPECIAL INTEREST GROUP

4. Prepare and Maintain Records.
* Prepare and maintain QA-related documents and records.
5. Follow Regulations and Contracts.

« Perform work according to regulatory & contract
reguirements.

6. Design and Test Software before Implementation.

« Perform design work according to sound
engineering/scientific principles and requirements.

« Verify/validate work before implementation.

« Do not have people verify/validate their own design work
7. Define and Implement Procurement Requirements

« Implements procurement requirements.

« Use criteria to evaluate and select prospective suppliers.
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EMERGENCY MANAGEMENT ISSUES

=i Ten QA Criteria (cont)

8. Conduct Acceptance Testing.

» Test software using established acceptance and
performance criteria.

9. Identify and Fix QA problems

« Management works to identify and correct organizational
SQA problems.

10. Conduct Independent Assessments.
« Plan and conduct independent assessments

« Ensure persons who perform independent assessments
are technically qualified

« Ensure assessors are not subject to conflicts of interest
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e Update QA Program Standards

Examples of national or international consensus
standards that may be used in whole or in part..."”:

« ASME NQA 1-2008 with the NQA-1a 2009 addenda,
Quality Assurance Requirements for Nuclear Facility
Applications, Part | and applicable requirements of Part I

* (b) ASME NQA 1-2000, Quality Assurance Requirements
for Nuclear Facility Applications, Part | and applicable
requirements of Part Il

* (c) ANSI/ISO/ASQ Q9001-2008, Quality Management
System: Requirements

« (d) ANSI/ASQ Z 1.13-1999, Quality Guidelines for
Research.
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SMBSE] From DOE G 414.1-2b...

The Quality Assurance Program (QAP) Guide
Enhancements states:

» Risk Is a fundamental consideration in
determining the extent to which controls
should be applied at the facllity level.

* The type and amount QA controls should be
dependent upon function, complexity,
consequence of failure, reliability,
repeatability of results, and economic
considerations.
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emni sig The Graded Approach in

EMERGENCY MANAGEMENT ISSUES
SPECIAL INTEREST GROUP

DOE Order 414.1D

QA programs should be commensurate with:

the relative importance to safety, safeguards, and
security;

t

the
the
the
t

ne magnitude of any hazard involved,;

Ife-cycle stage of a facility or item;
orogrammatic mission of a facility;

particular characteristics of a facility or item;

ne relative importance to radiological and

nonradiological hazards; and,
any other relevant factors. (10 CFR 830.3)
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SISl A Update to DOE G 414.1-4

* No word on when work will begin to update
DOE’s Safety Software guide

* The Guide is where the rubber meets the
road and the real implications occur for our
conseguence assessment models.

« As the APGEMS model custodian, | will stay
connected with DOE/HS to monitor work on
the guide (and hopefully participate in its
revision).

* Will report to SCAPA on what is going on...
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M s SCAPA’s SQA Guidance Document

DOE SUBCOMMITTEE ON CONSEQUENCE ASSESEMENT AND PROTECTIVE ACTIONS
EMERGENCY MANAGEMENT ISSUES SPECIAL INTEREST GROUF

Software Quality Assurance
Guidance for Consequence
Assessment Software Designed
for Safety-Related and Other
Non-Safety Applications

C.S. Glantz and 1.P. Rishel*
SCAPA Conseguence Assessment Modeling Working Group

04/08/2010

pacific Northwest National Laboratary
Fundamental and Computer Sciences Directorate
902 Battelle Bhed.
Richland, WA 99352

The U.5. Department of Energy Subtommittes on Conseguence Asseszment and Protective
Actions [SCAPA|) has developed software guality assurance guidance for consequence
aszessment software to support applications that do not involve 3 direct nuclear zafety function
as outlined in DOE Order 414-1C, but instead provide a safety-related or other non-zafety
function. This guidance may be applicable to other software products that support emergency
preparedness and response applications.
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Uses a Graded Approach to the SQA
— Work Activities for Safety Software

The SQA work activities specified for safety software are:
Software Project Management and Quality Planning
Software Risk Management

Software Configuration Management

Procurement and Supplier Management

Software Requirements ID and Management
Software Design and Implementation

Software Safety

Verification and Validation

Problem Reporting and Corrective Action

10. Training of Personnel.

B 1199 Y| SN ISE CO
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EMERGENCY MANAGEMENT ISSUES

il Relative QA Level

=11

Basic QA SCAPA SQA Safety
Criteria Guidance Software
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EMERGENCY MANAGEMENT ISSUES Q u eS t i O n S ? CO n C er n S ?

SPECIAL INTEREST GROUP

Please contact:

Clifford Glantz, SCAPA Chair

Pacific Northwest National Laboratory
PO Box 999

902 Battelle Blvd.

Richland, WA 99352 USA

Tel: 509-375-2166
cliff.glantz@pnl.gov
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