Session 4B Integrating Security and Emergency Management Facilitated Session-Brown
Following are the items captured on the flipchart as input from session attendees on good approaches and potential issues related to integration of security and emergency management exercises.

Good approaches/practices

1. Pre-stage security forces to alleviate access issues.

2. Coordinate activities/exercise planning with Headquarters.

3. Include Security as part of the scenario review group (SRG).

4. Have an authorized derivative classifier involved in SRG.

5. Review extent of play with security forces.

6. Ensure support from DOE customers.

7. Seek FBI participation if possible.

8. Crosswalk security response procedures with emergency response procedures 

9. Understand use of force prior to planning exercise.

Challenges/Issues

1. Application of RER1 to exercises, classification of scenarios/exercise packages

2. Scenario details required for exercise package cause classification concerns. Many of the EM sites do not require employee clearances and can’t deal with classified material.

3. Oak Ridge has an issue related to emergency classification of an RDD on site because it does not involve material owned by the site. Is it a BPOE or an HMOE?

4. Consequence assessment/communication  issues related to the ERO handling classified information
5. Challenges require drive just partial exercising instead of all participants realistically.

6. Should exercises be done in 2 phases with time lag in between?

7. Challenge with props, how to simulate event scenes.

8. Definition of scene preservation…FBI definition versus Site definition

9. Use of common terminology

10. On scene security activities drive law enforcement activities offsite, must address in exercise planning.

Suggestions:

A suggestion was made that this same subject be discussed at the Security special interest group meeting to collect their input.
