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EMERGENCY MANAGEMENT ISSUES
SPECIAL INTEREST GROUP

Highlights
TECHWG Teleconference
October 23, 2012, 2:00 p.m. EST

Participants

Amparo Atencio, ORISE Brian Latham, DOE ID
Paul Hicks, B&W Y-12 Ashley Lions, Colorado
Jack Huckabee, ORO Willie Mora, VA

Tony Hupp, ORISE Bill Nickels, RSL

Jill Konst, NSTec Henry Pazos, NSTec
Welcome

Tony Hupp took roll call, provided the agenda overview, and reviewed prior meeting minutes.

Cloud-Based Technologies and Solutions

Henry Pazos went over cloud-based technologies.

How do we detect or anticipate system failures?

Bill Nickels at RSL uses real-time monitoring. They can see ahead of time system failures happening,
but it is hard to anticipate an unplanned outage. Their IT department provides advance notifications
of outages, when possible. They have several network monitoring tools that review the integrity of
their devices. They have also made upgrades to ECN (security patches) and are protected as much
as possible.

Barriers to cloud-based technologies

DOE is driving the move to that environment when it makes sense (e.g., for noncritical issues). The
risk of not being able to monitor against cyber attacks may cause sites to be hesitant to move to this
environment. Some sites have moved to in-house, private cloud environments that host activity from
a remote server. NSTEC is one example of a site that is doing so successfully—replacing desktops
with cloud servers and Thin Client/Zero Clients.

e Cloud is a good environment for non-critical issues.

e Issues with Cloud-based technology: There are different ways of sharing infrastructure.

e Issues or concerns with the program not running properly: Many things should be considered
before moving into the cloud-based technology—Integrity? Reliability?

e Looking at ways to improve cloud: ECN is difficult to use.
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At NSTec, user to a remote server is done in house.

o Henry reported that NSTec initiated this last October and have been using baby steps since
then successfully.

e The largest barrier is getting past the CIO.

o |ISD provides advanced notifications (outages).

e NSTec is building an Alternate OCC Location (Alternate Command Center).

e Suggested inviting the NSTec IT folks to discuss their cloud-based solutions at an upcoming
TECHWG teleconference.

Security issues using wireless devices

Having access to the network is important. Bill Nickels does not use it in the command center but can
access it in the mobile ECN. They hand out PDA’s, tablets, etc. They will also be rolling out
modifications to their rolling connections within 30-60 days and are adding tethering ports and ability
to select satellite links for people in the field.

Henry asked if anyone else is using wireless devices out in field.

NSTEec uses wireless devices in their Command Center, and they are in the process of developing a
WAN. There is a lot of classified work, so wireless is obviously a security issue. Various solutions are
available, but viable ones need to be identified.

Paul Hicks, Y12, reported that laptops, VPN, field monitoring teams have been approved. Currently
none of the encryption has been approved, but they are working on it. They use Verizon 3G/4G for
the unclassified network, but this cannot be used in the limited or protected areas at Y-12. The
challenge is that they are in the valley so keeping the connection is difficult sometimes for the field
monitoring teams.

The question was raised about what additional devices are available.

TECHWG SharePoint Site for collaboration/discussions

o Before the next call, take an opportunity to post interesting articles you have. It's a great tool
for collaborating.

o Members should log on to SharePoint and build or update their profiles by listing strengths or
specializations.

e Please contact Tony Hupp or Louise Wyatt (louise.wyatt@orise.orau.gov) to request a
SharePoint account.
[ACTION ITEM: Tony will send out links to the EMI SIG TECHWG web page
http://orise.orau.gov/emi/techwg/default.htm and SP site
https://vision.orau.org/NSEMP/EML/techwg/default.aspx.]
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e TECHWG's SharePoint Site can also be accessed through the EMI SIG Website.

Open Discussion Areas

e Upcoming EMI SIG Workshop in May. Location?
e Possible showcase/demo of technology initiated or developed at the various sites in the past

year
e Budget concerns

Wrap-Up

The next teleconference is scheduled for TBD, 2:00 p.m. to 3:00 p.m. EST.

The meeting adjourned at 2:36 p.m. EST.

TECHWG Teleconference Highlights 3 10/23/12



